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Abstract- The growth rate of the web exceeds day by dayh\Wiée quick growth of web, there's have to be
compelled to defend the sensitive knowledge fromutimorized access. Cryptography plays a serioeswithin
the field of network security. There are unit s@vencryption techniques on the market presentlseture the
information. During this review paper we'll have autline of encoding techniques. This paper chiédiguses
on encryption techniques for audio knowledge. Phésents a study and comparison of basic encotingards
and a literature survey encryption technique thatused for encoding on audio data.

Index Terms- OFDM; encryption; orthogonal matrix; key.
video data. Various encryption techniques are

1. INTRODUCTION ?mplglfnented for audio .data. nge of which are

_ . inefficient to meet real time requirements and some
Cryptography can be outlined as the art or sci@ice 56 paive to meet the security  requirements.
sterilizing information or modifying it to a chaoti Encryption of an audio data is difficult and comple
state, so that the important information is tough tyrocess than the techniques used for text dataioAud
extract throughout transfer over any unsecurégdncryption ensures secure audio transmission. With
channel. Over the decades from Caesar cipher tg RGAe  fast growth of communication technology,
an amount of d.|verse encryption methods have be?_Jrl’otection of audio from the hackers became acaliti
purposed and implemented. Latest advancements (ki for the technologist. So there is always al e
technology a_md new ideas “k? quantum (.:ryptographylore protected and faster audio encryption teckmiqu
have sgperlmpose(_j an entire new dlmen3|on_ ¥he techniques which are for text message encryptio
information  security. ~ The  strength  of this 555 applied to other multimedia data but satisiact
cryptographic technique comes from the very faat th o5 its have not been achieved. Encryption of aivau
nobody will scan (or steal) the data without StBNG  signa| is more difficult than text message, duéitso
its content. This alteration alerts the communisato complex nature. U.S., Defense Department, began the
concerning the chance of a hacker and so promasing ok on audio encryption in late 1940’s. At the seit
extremely secure information transfer. As a restilt ihe research was used in World War Il for secured
this advantage, quantum cryptography has grasped;@mmunication. For providing the security so that
good deal of attention and large quantity of anali®  enemies could not understand the conversation among
being disbursed thereon for safeguarding of bus'”eﬁnilitary people, the idea first was introduced by
information. Throughout the course of your tiMe gimply adding some noise to a voice signal. Thenmai
numerous cryptography algorithms are developed nception was, a noise signal is value-added by
realize the final aim of safe atmosphere fOkaking part in a recorded noise in synch with thiee
information transmission. Though, the Primarysignal and at the receiving point, the noise sigve
objective managing the planning of associatgequcted out in order to induce original voice aign

cryptography rule should be security against alljoyever, there was a requirement of same noise
attainable unauthorized attacks. However, for agignal at both the ends, so the noise signal were

sensible applications, performance and therefoee th asted in pairs, one for sender and one for receiv
price of implementation are necessary issues. Thfherefore, the concept was terribly sturdy as biggus
simplest cryptographic rule is that the one thakes only two copies of the signal, it absolutely wasitdy

a decent balance between security and performangg, piesome to decrypt the encoded signal [1]. U.S.
Among human beings, there have always been a negense department had given this project to Bell
of security and privacy of data. Therefore, thecem |aporatories, to implement this concept. The ergfdre
of encryption is as old as the fact that secrea thatve system is called Sigsaly [2]. So the Sigsaly was th
been interchange between the people. However, MQHmary enforced plan of most secure voice encoypti

of the proposed techniques encrypt only text data, system, Selective encryption is a modern approach t
very few technique are proposed for image, audi an
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scale back the process necessities for huge volofnesTriple DES-It is a block cipher formed from the DES
transmission data in distribution networks withetise Ciphfrdbi; U|S|I3T\§|; it t{‘gr;g m‘es- Iuisdcgmm(;”p|6:;3;wta
client device capabilities. OFDM was first projette C'¢at€d by in -when it had been found &ha
by Chang [3]? Orthogonal  frequency pdi\J/ision56'bit key of DES is not robust_enough againstérut
) i i ) _ force attacks and lots of alternative attacks, TINES
multiplexing (OFDM) is a widely used modulation . reated as a same algorithmic rule with long keg.si
and multiplexing technology, that has become thg 3pES, DES is performed thrice to extend security
premise of many telecommunications standards #% conjointly a block cypher technology havingyke
well as wireless local area networks (LANSs), digitasize of 168 bits and block size of 64 bits. DES is
terrestrial television (DTT) and digital radio performed thrice, therefore it is slower algoritbmi
broadcasting in much of the world. The orpmrule [5].Triple DE_S has low performance in terms of
concept relies on spreading the information to bﬁower consumption and outturn compared with DES.

¢ itted ed oty of S continually needs longer than DES as a result of
ransmitted over an oversized variety of carrieech o 'ic continual thrice.

being modulated at an occasional rate. The cami&'s gjowfish- It is Block cipher primarily based secret
made orthogonal to each other by appropriatelyriting algorithmic rule provided by Bruce Schneide
choosing the frequency spacing between them [43. Tlin 1993. It has variable length key starting fro& 3
benefits of OFDM include: It can attain high daater bits to 448 bits and block size of 64 bits [5].The
with excessive bandwidth efficiency and flexiblealgorithmic rule operates with two halfs: a key
underlying modulations. The secrecy of messages hg@Wth half and an information secret writing part.

. o he role of key growth half is to converts a keyabf
become progressively more vital in the past decadt e most 448 bits into many sub key arrays torigil

The majority standards have incorporated securitz¥168 bytes. All operations are EX-ORs and additions
algorithms to make sure that knowledge has begjh 32-bit words. Blowfish is successor to Twofigh [
firmly transmitted over the channel. To make st t |t suffers from week key issues. So some attacks ar
secrecy of messages is not disclosed to unwantptbbable against it.

parties, various encryptions mechanisms are usualRC4-It is a stream cipher designed in 1987 by Ron
applied to the messages before they are transmittdgfvest for RSA Security. It is having key size & dr
Selective encryption is usually referred to as thg048 bits. It works with byte-oriented operationte

artial encrvotion. Mainly. selective encrvptiomdae algorithm relies on the utilization of a random
P yption. Y yp permutation. It is used in the two security schemes

utilized not only to realize a similar perceptueult  yofined for IEEE 802.11 wireless LANs: Wired
of full encryption (that means of complete contengquivalent Privacy (WEP) and Wi-Fi Protected
protection) but also to preserve the original dyali Access (WPA). RC4 was kept as a trade secret by
with restricted and controlled disturbance. In ouRSA Security. In September 1994, the RC4 algorithm
technique, we encrypt the audio. was anonymously transmitted on the Internet on the

Cypherpunks anonymous remailer's list. The RC4

algorithm is remarkably simply and quite easy to
2. LITERATURE SURVEY explain. RC4 is appropriate for text data [7].

There areinnumerable coding algorithms (encryptionRC2- It is @ symmetric block cipher based technology
standards) within the field of cryptography. These developed by RSA Data security. It works on block
symmetric and asymmetric encryption algorithmSize of 64 bit and make use of variable size keys
Some basic symmetric encryption algorithms arEnging from 8-128 bits. RC2 has disadvantage over
studied and elaborated below:- further algorithms in terms of time consumption.RC

DES-The DES (Data coding Standard) was producel§ Susceptible to differential attacks [7].

by IBM in 1975.t was the primary coding RC6- It is more _acc_uratel_y speC|f|ed_ as RCQ-W/r/b
commonplace and remained a worldwidavhere the word size is w bits, encryption considta
commonplace for a protracted time and was replacénnegative number of rounds r, and b denotes the
by the new Advanced coding commonplace (AES)ENgth of the encryption key in bytes [8]. RC6 uses
[5].It provides a basis for comparison for brandvne block size of 128 bits and having key sizes of 152
algorithms .DES could be a block cipher primarily@nd 256 bits. It is analogous to RCS in structires
based symmetric rule, same keys are used for eag{ynmetric cipher algorithm.RC6 is susceptible to
coding and secret writing. It makes use of 56 kigg. Prute force attacks. .

DES encrypts the knowledge in 64 bits data block&ES It is most broadly adopted encryption standard.
Triple DES (TDES) could be a block cipher fashioned\ES was originally referred to as rijndael. This
from the DES cipher by exploitation it three times€ommonplace was created by Joan Daemen and

DES isn't robust enough. Several attacks recordégncent Rijmen in 1998. The Advanced Encryption
against it. Standard (AES) algorithm is a symmetric block. AES

algorithm can encrypt and decrypt the plaintext and
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cipher text of 128-bits. It uses variable lengtly kd with degradation of signal that's unsounded to the
size 128,192,256 bits [9]. Number of rounds in thenauthorized users. That the selective AES coding
encryption or decryption processes depends ondhe ktechnique is best than the opposite 2 coding
size. Overall operation is therefore the same as thechniques. Bismita Gadanayak, Chittaranjan Pradhan
Data Encryption Standard (DES). The algorithm wam [12] have projected a brand new coding technique
created by Carlisle Adams and Stafford Tavares. flhat provides smart security to the MP3 audio

needs terribly low RAM space and is incredibly vernjknowledge. This coding technique for the audio is

fast. It can be used for encryption of Text, Audiod
Image data. AES provides tremendous Data Securitynormal (AES) coding is applied. On the measureaudi
Comparison table-

applied at the time of compression. Advanced coding

knowledge that is performed before the Huffffan

Factors Block Cipher Security entropy writing the coding technique is appliedhe
size Type total audio knowledge, thus it's terribly troubles®
DES 64 Bits Block Inadequate | for the unauthorized user to access the audio
Cipher knowledge. The AES coding technique enhances the
3DES 64 Bits Block Inadequate | science security of the MP3 audio content. Zhaopin
Cipher Su, Guofu Zhang and Jianguo JianG in [13] have
RC2 64 Bits Block Vulnerable surveyed Chaos-Based transmission coding
Cipher techniques. One in every of the techniques is @pdin
RC4 Byte Stream Weak considering regions-of-interest. This approach is
Oriented | Cipher Security projected by Tzouveli. During this approach
RC6 128 Bits | Symmetric | Vulnerable | Somebody's video object coding system supported
Algorithm logistical map is projected. In HVOE, face regions
Blowfish | 64 Bits Symmetric | Less Secure| Sguare measure 1st expeditiously detected, and afte
Block body regions square measure extracted victimization
Cipher geometric data of the situation of face regionserih
the pixels of extracted human video objects square
Sheetal Sharma, Lucknesh Kumar in [10] hagieasure encrypted supported logistical map. It will

resist brute-force attack, different-key attack and

for audio file victimization RSA algorithmic progra differential attacl§, and ,'tls economical in process
RSA is asymmetric coding technique. In this paper §Sources and time period. But, these chaos-based
frequency domain of the wave audio signal is takeffansmission coding ways aren't nonetheless mature
for the coding and encoding. An audio signal may b@nd additional efforts square measure requiredtsor
separated into totally different frequency bins hwit at_ddmon_al develop.ment toward sensible applications
concern to phase and magnitude values by applyifth high security, low process complexness,
DFT on the audio signal. RSA technique is employeiﬁ‘va”a_‘nce of compression quantltatlve relatlom_m‘at

for the coding and secret writing on the lowelcompliance, real-time, multiple levels of securiyd

frequency bands as a result of all the frequendgpwerful transmission error tolerance. Chaos-based
regions don't participate equally  within thetransmission coding techniques may be used because

communication. Once applying the coding on totallj€ foundation of future analysis. Hong gang Wang,
different frequency bands, it's determined thag tharchangel Hempel, Dongming Peng Hamid Sharif

coding on the lower band is simpler than the uppétSSociate degreed Hsiao-Hwa subgenus Chen in [14]
one. The technique is applied on section valueBas projected an index-based selective audio coding

Bismita Gadanayak, Chittaranjan Pradhan, Utpdfieme for WMSNSs so as to make sure security, audio
Chandra Dey in [11] has compared totally differenflu@lity and energy potency. The theme protects
coding techniques on MP3 compression. Theddlowledge transmissions by incorporating each
techniques square measure applied on audi§SOurce a_lllocatlon a_nd selective coding baseql on
knowledge, for confidently conveying audiompdlfled discrete cosine transform (M_DCT). Dunng_

knowledge over the network. Total Data Encryptiofis theme, the audio knowledge importance is
Standard (DES), total Advanced coding normal (AESI)everaged victimization the MDCT audio index, and

and selective AES coding techniques square meas(fif€less audio knowledge transmission take with
applied on the measure audio knowledge. AN€roY economical selective coding. The projected

comparison between these coding techniques #PProach offers a big gain in terms of energy poten

mentioned by hard the time consumption furthermorg®ding performance and audio transmission quality.
as SNR values. Experimental results demonstrate tH& Ghanajeyaraman — K.Prasadh, = Dr.Ramar have
the time consumption for selective AES coding orreiected a unique higher dimensional chaotic syste

MP3 compression is a smaller amount than total AES" audio coding in [15].In this system variables
and DES coding techniques on MP3 compression. Sguare measure treated as coding keys so as izereal
the selective coding technique is best than toaD SECUré transmission of audio signals. Since the

and AES coding techniques because it takes less tirsensitive to the initial condition of a system d@adhe

projected associate degree coding algorithmic @rogr
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variation of a parameter, and chaotic flight isshu[6] M.Anand Kumar,Dr.S.Karthikeyan “Investigating
unpredictable. This provides abundant higher sgcuri the Efficiency of Blowfish and Rejindael (AES)
The upper dimensional of the algorithmic program is  Algorithms” I. J. Computer Network and
employed to reinforce the key house and security of Information Security,vol.2,issue22,2012.
the algorithmic program. The protection analysis i§7] G. Ramesh, Dr.R Umarani “A Survey on Various
completed. The experiments show that the algorthmi  Most Common  Encryption  Techniques”
program has the characteristic of sensitive taainit International Journal of Advanced Research in
condition, high key space; digital audio signal Computer Science and Software Engineering,
distribution uniformity and also the algorithmic Vol.2, No.2.March-April2012.
program will not break in chosen/known-plaintexi8] G Ramesh, Dr R Umarani “A New Symmetrical
attacks. Encryption Algorithm with High Security and
Data Rate for WLAN and width Line”
International Journal of Information Technology,
Vol.2, Isssued, April2012.

, ) ) _[9] Milind Mathur, Ayush Kesarwani “Comparison
In this paper, we have discussed various encryption” petween DES, 3DES, RC2, RC6, BLOWFISH
algorithms for audio data which are used for Networ  AND AES” Proceedings of National Conference
security purpose. With the help of these algorithms  ;n New Horizons in IT - NCNHIT 2013.
one can generate its own algorithm by making)g)Sheetal Sharma,Lucknesh — Kumar,Himanshu
modifications into existing algorithms to make audi Sharma “Encryption of an Audio File on Lower
da_ta_ more secure. In future also one can use the Frequency Band for Secure Communication
existing algorithms and develop more secure and «nternational Journal of Advanced Research in
faster encryption techniques. Computer Science and Software

Engineering,Vol.3,Issue7.Julyl2013.
[11]Bismita Gadanayak, Chittaranjan Pradhan, Utpal

3. CONCLUSION
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